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ARTICLE INFO  ABSTRACT 

   
 
Background: Between a person’s birth and death more than a century ago, there were several 
health issues. Many issues exist that are not resolved for each individual.  
Additionally, the analysis of my research aims to lessen the issue of cost and duration of care. And 
I draw the conclusion that this research will enable us to identify the appropriate medical issue. 
Additionally, research is being done to determine how to resolve the financial obstacle that arises 
throughout therapy. The criteria that prompted the creation of a certain system over a 
predetermined amount of time are captured and discussed together with the timed establishment 
of health information networks in this study. As a result, we shed light on such systems and offer 
recommendations and avenues for further research.  
Objective: The research aims to figure out the root cause of the issue, cut down on diagnosis time, 
and conquer cost consequences. In order o foster better comprehension by the public, forecasts 
and assessment, this study sought to demonstrate the necessity of reliable and trustworthy health 
data management system that would enable both patients and physicians update disseminated 
medical information and embark on data analysis. The downsides of the present health data 
management systems are being studied.  
Methods: Adhering to a summary of several research papers. I’m stopping myself in my tracks to 
gather effectively analyze data that comprises a patient’s entire healthcare journey from the day 
there were born. Consequently, I use an innovative technique that enters all medical facilities 
using the Aadhar Card, transfers report files from doctor to doctor, and testing laboratories to 
testing laboratories.  
An investigation was carried out to find research papers and data on medical litigation, health 
legislation, and actions in order to examine the development and specifications of health data 
management systems throughout time. These materials came from databases owned by Elsevier, 
the MEDLINE database PubMed, Scopus, Web of Science, and the Center for the Development of 
Computing Machinery, as well as the Institute of Electrical and Electronics Engineers.  
Results: Over the years, Algorithms that oversee information on health have had a radical 
metamorphosis, moving from pen paper to computers, the online, the cloud based, on internet on 
things, big data analysis, and ultimately. Developing the criteria that follow for a wellness system 
for managing data have been made evident by descriptions of medical health files and how they 
are handled.: (1) data from medical records; (2) real-time data access; (3) patient participation; 
(4) data sharing; (5) data security; (6) patient identity privacy; and (7) public insights. Based on 
these seven requirements, which have been the subject of several research over the years, health 
data management systems. As far as we are aware, this is very earliest examination of historical 
development of systems for regulating health that provides information about the system needed 
to improve health care.  
Conclusions: A thorough real-time health data management system is required, one that enables 
medical professionals, patients, and other users to enter their own health and lifestyle 
information. Better prognosis, diagnosis, and illness prediction will be made possible by the use 
of big data analytics. The outcomes of the predictions will aid in the creation of a successful 
preventative strategy.  
. 
Keywords: Health care, health information management, eHealth, the bitcoin blockchain, massive 
data sets, and statistical mining, Internet of Things, medical research and mHealth. 
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Introduction 
 

Beyond the past era, the concept of controlling wellness being collected at a rapid pace have presented 
additional information systems has changed. In order to deliver enhanced obstacles.   
and more precise patient treatment, as well as making meaningful use of these records, health data 
management has experienced disruptive shifts as paper charts gave way to computerized medical records  in 
the keeping of health information. This change is supported by the progress made in information technology, 
which gave rise to several concepts multiple tools to control health data. The objectives of organic treatment 
and scrutiny were frequently at odds with those health data management systems. The mismatch between 
modern technologies' acceptance for biomedical treatment and research and their actual application is the 
primary source of this misalignment. As a result, creating an altered layout for the wellness information system 
is essential to closing this gap. This paper presents a more comprehensive the origins and heritage of health 
data management schemes, supporting the expanding What makes up medical documentation. It also 
addresses the challenges that exist within these systems, introduces the contemporary features that support 
the growing volume of wellness details, and offers viewpoints and remedies aimed at improving the health care 
ecosystem.  
A variety of a mechanism to handling data pertaining to health been created as a result of the advent of EHRs, 
which have revolutionised the health care sector by expanding service offerings, raising the standard of patient 
care, and increasing real-time data access [2]. According to our understanding, electronic health records 
(EHRs) give patients a longitudinal perspective of their medical history throughout their lives, as created by 
the many medical organisations or providers that have treated them. The patient's biographical and 
demographic data, previous and present hypersensitivity information, test and via radiography findings, 
diagnosis and medications, and notes on advancement, and vaccinations are all included in these well-
organized and condensed records. However, documents demonstrating the person's assessment and course of 
care are kept for academic purposes in a previous version of EHRs known as paper charts. Next, the phrase was 
changed to electronic medical records, computer-based patient records, and, as of right now, computerized 
medical documentation. Management of health-related information systems have changed all through time, 
moving from technological devices to online, connectivity of everything, client to server based, and blockchain-
based due to breakthroughs in technology and the need to deliver more efficient and cost-effective healthcare.  
Integrating big data analytics into Frameworks for tracking wellness information is becoming essential for the 
growth of massive health care datails and the realisation that medical datails may be utilized in research and 
governance. This creates new challenges for data aggregation and preprocessing from several sources to 
provide insights, data security, and privacy in response to the rising number of data breaches and hacker 
incidents. The categories and formats of health data This study examines the factors that must be taken into 
account while putting in place a mechanism to handling data pertaining to health in order to improve patient 
care and predictive analysis. mechanism to handling data pertaining to health will become greater precision, 
operational, and economical by taking these criteria into account. To the best of our knowledge, this is the first 
analysis to provide comprehension of the framework needs for improved health care by looking at the historical 
evolution of health data management systems.  
This study offers three main contributions. The study first offers a taxonomy a mechanism to handling data 
pertaining to health according to their level of technical maturity, and it discusses the problems and challenges 
that come with it. In the second section, we outline the evolving definitions of medical records and derive a 
system's needs for managing health data. Third, the study offers perspectives on the field of health data 
management system research as well as recommendations for future directions.  
 
Related Works:  
Systems aimed at handling health data are expanding to provide improved medical care. Two categories 
encompass the literature assessments on these systems: Mobile health (mHealth) and electronic health 
(eHealth) .  
Study examines the effect of an electronic framework on the standard of healthcare in relation to eHealth. The 
findings demonstrated that, with appropriate design, a health information system may both help physicians 
and other healthcare practitioners with diagnosis and avoid medical mistakes. A unified definition including 
the online, experienced players, recipients, online forums, and material related to health, and cooperation is 
the result of a two-year examination of definitions of health and medicine. In this study, we identify further 
needs for improved health care: patient engagement in monitoring and accessing medical data; privacy and 
security; and public insights. Cunningham et al.'s [8] and Hans et al.'s [7] investigations centre.  
Silva et al.'s [9] evaluation of mHealth applications and services addresses mHealth. It emphasises how crucial 
coordination, integration, and interoperability across various mHealth apps are to enhance health care and 
mobile device performance in terms of battery life, storage, processing speed, and network capacity.  
We evaluated systems for tracking health data in this study using the seven criteria listed below, which have 
been the subject of several studies over the years: Data from medical records, (2) real-time data access, (4) 
sharing of data, (5) safe datails, (6) the patient's moniker protection, (7) public ideas, and (5) patient 
engagement.  
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Methods 

    
We examined studies published publications, states wellness data lawsuits, health care rules, actions regarding 
to the organisation of information from hospital files and the requirements of a technique for managing data 
pertaining to health in order to analyse and investigate the evolution of technique for managing data pertaining 
to health. A search of the literature from 1793 to 2020 was conducted via the databases of the electronic and 
electrical tools. We choose the articles that discussed events that changed the definitions technique for 
managing data pertaining to health, brought about the implementation of new systems, or included the 
application of technology to improve healthcare. These studies' study indicates that patients are receiving 
correct and effective care thanks to the adoption of new technology.   
 
Results illustrates the many changes that health data management systems   

 have seen throughout time in tandem with the development of Governance of Health-related information 
System information technology. A number of initiatives were launched Domain  and legislation was 
implemented during this development to raise Understanding the development of the underlying health data 
the standard of patient care. The circumstances that led to the management systems and their constraints is 
necessary before development of technique for managing data pertaining to meeting the demands of 
biomedical care and research. Patient health are shown in Table 1. The limitations of technique for care criteria 
should be fulfilled thanks to the capabilities of managing data pertaining to health shown in Table 2. technique 
for managing data pertaining to health. Figure 1   
  

Figure1. Wellness data handling system's progression. 
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Prerequisites for a mechanism for managing data pertaining to health  
The concept of managing data pertaining to health has evolved significantly over the last century in response 
to the need for both technical advancements and improved patient care. We analysed these disparate analyses 
and provided justification for the definition throughout the rest of the text. It is crucial to remember that, as 
the phrase "health data" management is rather recent, the listed define were receive from other "managing data 
pertaining to health" was not used specifically. Table 3 illustrates how definitions of managing data pertaining 
to health have changed over time, moving from being solely based on practice and education to be increasingly 
client and research-based. As seen in Figure 2, we categorised health data management systems according to 
seven criteria that support the development of the industry. Every figure number corresponds to a defined 
found in Table 3. 
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Figure2. Specifications for a system that monitors data related to health. 
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Documentation for Surgical Files  
Professional record data that depicts a patient's personality and health based on their personal and 
demographic data can often be needed by a health records administration system, medical condition history, 
ongoing therapy, laboratory test findings, and imaging results. Whether they are digital or printed papers, 
medical records have always been a key component in the development of frameworks for controlling medical 
data.  
 
Actual Data  
The definitions of health data management systems emphasised the need for real-time data availability as a 
means of enhancing the quality of patient treatment. This mandate lowers the number of medical events since 
doctors update their data later. Nevertheless, the computer- and paper-based health data management systems 
are unable to meet this need. The clientserver-based management system [46–52], which gives doctors real-
time access to and updating power over patient medical information, brought about this demand.  
 
Cooperation of Patients  
Patients are unable to monitor the usage of their medical data since hospital or third-party cloud service 
providers hold their medical information. As a result, one of the most important prerequisites for building 
patient confidence in health data management systems is patient involvement in monitoring and accessing 
medical data. Better prognosis and diagnosis will result from patient engagement in sharing lifestyle and health 
condition information with doctors in addition to data access. Patients may now enter their medical issues into 
an Internet of Things (IoT)-based health data management system, which uses sensors and medical equipment 
to track their health and lifestyle [53–59]. A user-perceived examination of personal health record management 
platforms reveals that patients need a straightforward, user-friendly solution.  
 
Partaking  
Since a patient's care is being provided by several healthcare professionals, partaking medical records is 
essential. This will make it easier for other medical professionals to review the patient's medical history, 
improve therapy, and reduce the need for repeat radiological and laboratory testing. We divided sharing into 
three categories based on who was allowed access to the data, using the definitions listed in Table 3: (1) degree 
1, which is sharing the patient's deliver medical organization; (2) degree 2, which involves sharing with the 
patient's relatives and close associates; and (3) degree 3, and incorporates sharing with different medical 
organisations and the government. The emergence of cloud-based health data management systems 
complements the need for sharing [61–63]. However, the systems should allow interoperability in order to 
transfer medical record data among other healthcare organisations and to make effective use of the shared 
information. By managing, sharing, and storing medical data in a common manner, interoperability may be 
attained. Medical data and photos can be stored in a number of common formats [64]. Analyse [65], 
Neuroimaging Informatics The internet Vision and Technology Partnership [66], Minc [67], and 
Communications in Medicine [68] are a few of the most used file formats for medical pictures. The American 
National Standards Institute established Health Level 7 International as a health details care framework for 
exchanging medical care data [20]. It contains guidelines for the administration, interchange, and integration 
of EHRs. The interoperability of Taiwan's eHealth systems for data exchange was evaluated by Wen et al. [69]. 
This will improve health care by lowering the need for recurrent medical exams and prescription drugs. They 
came to the conclusion that interoperability should be enforced.  
 
Safeguarding  
The protection of patients' private information is crucial in light of the rise in phishing and data breaches in 
addition to the utilization of other service providers. Compared to the 477 alleged breaches of health data in 
2017,  
 
 When health and lifestyle data is acquired using medical sensors and equipment from patients, or when cloud 
service providers manage patient medical information, the need for security is even more critical. A research 
published by Intel Security states that the health care provider's utilisation of cloud services has decreased since 
the cloud service provider has not adopted cyber security procedures [71]. According to a survey, hospitals often 
lose around thirty percent of their networked medical devices, which makes vulnerability protection more 
difficult [72]. Nearly 61% of all IoT gadgets and sensors on a hospital network are susceptible to cyberattacks. 
Blockchain technology has become widely popular and has entered the healthcare industry in recent years 
[73,74]. Its goals include improving patient care by connecting disparate systems, increasing the accuracy of 
electronic health records [75–81], and providing a more over patient-centric support system for official.  
  

 
 
 
 
 



  Nitisha  et al. / Kuey, 30(4), 1653  1287 
 

 
Figure3. Era of big data. 

 
 
Confidentiality  
Because medical fraud and counterfeit medicine sales are on the rise, a hospital information administration 
system needs to protect patient privacy. Patient privacy needs to be weakened, thereby especially in view of the 
expanding area of data analytics, which analyzes data from patient medical records. The goal of the a 
blockchain-based health data management system is to remedy this issue.   
 
Open Perspectives  
To prevent potentially fatal scenarios, health condition prediction is essential. If appropriately examined, the 
growing volume of health care datail [82] can help with health condition prediction. "Big data analytics" refers 
to the collection, organisation, archiving, and analysis of large amounts of data in order to find patterns, 
correlations, and other important information. Era of big data is depicted in Figure 3 
.  

 
 

Figure4.Personal medical information ecology. 
 

 
  
    
The diabetes mellitus crisis, the rise in coronary artery disease restored on by eating habits and conduct 
Personal health care data would be a huge public good in a variety of nations and areas of worldwide about the 
growing patterns of Alzheimer's and dementia, research on the the gut microbiome and antibiotic abuse 
[93,94]. Combining the knowledge obtained from significant programs like the Computational Health Sciences 
and the Health Statistics Exploration Project [92,94] is essential for future developments in the field of both 
commercial and people's health. 
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  Care data for the benefit of the public. Researchers and government officials may benefit from health care 
data analytics in a number of ways, including improved chronic illness prediction, the creation of therapeutic 
medications that work, more precise patient care, and the creation of a nationwide preventative strategy.  
Table 4 presents systems for managing medical records are included in the ontology and assesses how well they 
comply with the specified standards.  
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Discussion 
    
Principal Findings  
In order to support more accurate determination, outlooks, investigations into biology, and public 
understanding, this study has demonstrated the necessity of a secure and efficient health data management 
system. Doctors and patients will be able to update and evaluate data from decentralized medical records 
thanks to this technology. The original version of health data management was introduced about a century ago, 
and it entailed physically inputting a patient's diagnosis and treatment plan on parchment paper. Later, based 
on a bitcoin, internet, cloud, Internet of Things, big data analytics, and cloud-based health data management 
systems emerged as a result of technological advancements. Together with the system's historical history, the 
concept of medical records has also undergone modification. These definitions include the following needs for 
a mechanism for managing health data: real-time data, data from medical records. The criteria for exchanging 
and storing medical record data are met by the paper-based health data management system. On the other 
hand, paper charts need a costly and time-consuming data exchange procedure, are easily misplaced, and take 
up a lot of physical space. With time, Paper pen diagrams were replaced by digital ones in the same 
specifications technological devices system.  
In addition to clinical data, a client-server communication based health data management system was 
established to satisfy the needs for real-time data access and exchange. With this technology, medical data may 
be accessed online by patients and healthcare practitioners on desktop or mobile computers. One point of 
failure, data division, system fragility, insufficient scalability, and significant dangers to patient privacy and 
data security are some of its shortcomings. A cloud-based approach was used by medical organisations and 
health care providers in order to reduce infrastructure costs and manage data fragmentation. In addition to 
guaranteeing the patient's identify privacy, the cloud service provider does not guarantee the data's 
security.With the introduction of the IoTbased management system, the demand of patient engagement to feed 
their lifestyle conditions and medical data for improved prognosis and diagnosis was realised. Nevertheless, 
given the rise in data breaches and medical sensor and device hacks,  
An increasing supply of information related to healthcare is being examined to obtain insights to enhance 
illness diagnosis and prognosis as big data analytics advances. Still, there are concerns about patient privacy 
about how they are identified.   
  
The blockchain technology, which has lately caught industry interest, has potential applications in the medical 
area. Better patient care is possible when using a blockchain-based mechanism for managing data pertaining 
to health, which meets all standards. Nevertheless, it has a limited throughput [39] and significant energy 
consumption [95,96]. Increasing amounts of research are being done to address that outcomes. For example, 
Milutinovic et al. [97] suggested the proof of luck consensus mechanism to solve the problems of energy taken 
and provide low-latency, energy-efficient transaction validation. Scalable blockchain designs for healthcare 
were developed by Ismail et al. [98] and Dorri et al. [99]. These architectures employ a clustering technique to 
boost transaction performance. The essential requirements of a health care system are security and privacy, 
especially for patients in light of the rise in hacking and data breaches. Furthermore, with the advent of 
disruptive technologies like the Internet of Things and big data analytics, the use of patient engagement to 
contribute health data to a health system is growing. In order to obtain insights and predictive analysis from 
the data, big data analytics necessitates the exchange of medical records amongst institutions. This opens the 
door for the development of a health data management system that will assist medical practitioners in 
diagnosing and treating chronic illnesses more accurately. Furthermore, a system like this enables the public 
to get insights from data in order to create a national preventative strategy for certain illnesses. The 
blockchain's traceability feature guarantees the accuracy of the data, outlook and the system for decision 
support. We propose an integrated digital currencies-, IoT-, and substantial data-based health data 
management system to ensure the requirements of smart health care: instantaneous fashion access to data by 
doctors and consumers, patientinputted health data through sensors for medicine and lifestyle choices, 
security, privacy, and public insights. This integrated health management system should be scalable and 
energyefficient in the research era of smart health data management systems, opening potentially new research 
problems.  

 
Conclusions 

 
This report aimed to emphasize the necessities of a health data management system for biomedical research 
and treatment. In summary, it covered the chronological development of blockchain-based health data 
management systems from paper charts, as well as the reformation of the explanation of what modern EHRs 
are called. Information from medical records, instant access, patient participation, communication of data, 
data security, patient privacy, and general thoughts should all be met by the system. Better disease prognosis, 
diagnosis, and risk prediction for the onset of chronic illnesses are made possible by the use of big data 
analytics.  
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Abbreviations  
EHR: electronic health record  
eHealth: electronic health  
IoT: Internet of Things  
mHealth: mobile health  
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