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ARTICLE INFO ABSTRACT

Wireless local area networks (WLANSs) deployed in home and office environments
increasingly support multimedia-centric applications such as video conferencing,
smart surveillance, and cloud-based collaboration. These applications require
encryption mechanisms that ensure strong confidentiality while maintaining high
computational efficiency. The Advanced Encryption Standard (AES) is the most
widely adopted symmetric encryption algorithm; however, its processing
overhead for large multimedia payloads motivates the use of optimized variants.
Modified AES (MAES) and its hybrid extension EMAES were introduced to
improve encryption efficiency and key management for multimedia data
transmission.

This paper presents a comparative analysis of AES, MAES, and EMAES with
respect to encryption efficiency, throughput, and security characteristics. The
evaluation is based on experimental results obtained from a 180-record
multimedia dataset comprising text, image, audio, and video samples. Strengths
and limitations of each scheme are examined under current and emerging threat
models. A focused review of recent literature (2023 —present) highlights evolving
requirements for WLAN security and cryptographic optimization. Finally, the
paper outlines possible enhancement directions for MAES and EMAES and
discusses the consequences of not adopting such measures in future WLAN
deployments.

Keywords: AES, MAES, EMAES, WLAN security, multimedia encryption, hybrid
cryptography, encryption efficiency.

1. Introduction

Home and office WLANs have evolved from basic connectivity infrastructures into platforms supporting
continuous multimedia communication. Applications such as high-definition video streaming, remote
collaboration, and Internet-connected surveillance systems generate large volumes of sensitive data that must
be protected against unauthorized access [1], [2]. Encryption mechanisms used in these environments must
therefore provide strong security guarantees while sustaining real-time performance.

AES is the de facto standard for symmetric encryption due to its proven resistance to classical cryptanalysis
and widespread standardization [3], [4]. However, when applied to large multimedia files, AES can introduce
notable processing delays, particularly on devices with limited computational resources. To address this
challenge, optimized encryption approaches have been explored.

MAES was introduced to reduce the computational overhead of AES for multimedia applications while
preserving its security model. EMAES further extends MAES by incorporating asymmetric cryptography to
enable secure session key exchange and dynamic key management in networked environments. While these
approaches improve efficiency and usability, evolving threat landscapes and increasing data volumes
necessitate a structured re-evaluation of their suitability for modern WLAN deployments.
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This paper serves as a foundational analytical study, examining AES, MAES, and EMAES without proposing
new algorithms. The goal is to assess current performance and security characteristics, review recent literature,
and identify directions for future enhancement.

II. Overview of AES, MAES, and EMAES

A. Advanced Encryption Standard (AES)

AES is a symmetric block cipher operating on 128-bit blocks with key sizes of 128, 192, or 256 bits. Its
substitution—permutation structure provides strong confusion and diffusion properties. AES is standardized
and widely implemented in WLAN security protocols [3], [4].

B. Modified Advanced Encryption Standard (MAES)

MAES is an optimized variant of AES designed to reduce encryption and decryption time for multimedia data.
By restructuring internal operations and minimizing redundant computations, MAES achieves improved
execution efficiency while maintaining AES-equivalent security assumptions [9].

C. Extended MAES (EMAES)

EMAES combines MAES with public-key cryptography for secure session key exchange. This hybrid design
improves key distribution and session security in networked environments. EMAES has demonstrated
improved performance compared to standard AES while supporting dynamic key management [10].

III. Experimental Dataset and Methodology

A. Dataset Description

The experimental analysis uses a multimedia similarity dataset consisting of 180 records, with 45 samples each
of text, image, audio, and video data. The dataset was created and published by the author and is used
consistently across all performance evaluations reported in this paper.

B. Evaluation Metrics

The following metrics are considered:

e Encryption time (milliseconds)

e Throughput (MB/s)

e Image quality metrics (PSNR and SSIM)

e Session key establishment overhead (for EMAES)

All reported values represent arithmetic means computed over the dataset.

IV. Performance Analysis
A. Encryption Efficiency

Table I : Mean Encryption Time (mms)
Algorithm | Text | Image | Audio | Video | Mean
AES-256 94.1 | 119.6 106.8 126.4 | 111.7

MAES 31.4 |38.9 35.2 42.7 37.1
EMAES 36.8 | 45.6 41.2 49.5 43.3
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Figure 1 : Mean encryption time comparison of AES, MAES, and EMAES across multimedia categories
(180-record dataset)

Observation:
MAES significantly reduces encryption time compared to AES. EMAES introduces moderate overhead due to
session key exchange but remains substantially faster than AES for multimedia workloads [9], [10], [15].
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B. Throughput Comparison

Table II : Throughput (MB/s)

Algorithm | Text | Image | Audio | Video | Mean
AES-256 13.0 | 11.7 12.2 10.8 11.9
MAES 35.2 | 32.4 33.8 30.7 33.0
EMAES 31.9 | 20.6 30.9 28.3 30.2
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Figure 2 : Throughput comparison of AES, MAES, and EMAES for multimedia data types.

C. Session Key Establishment Overhead

Table III
Key Establishment Overhead
Scheme | Key Exchange Method Mean Time (ms)
EMAES | Elliptic Curve Cryptography | 8.4

D. Multimedia Quality Preservation
Table IVImage Quality Metrics

Algorithm

PSNR (dB)

SSIM

AES-256

41.28

0.9864

MAES

41.05

0.9849

EMAES

40.72 0.9826

These results confirm that all three algorithms
decryption [15].

preserve perceptual image quality after encryption and

. Security Strengths and Vulnerabilities
. Strengths
AES: Strong classical security and extensive standardization support [3], [4].
MAES: Retains AES security properties while offering improved efficiency [9].
EMAES: Enhances key management and session security through hybrid cryptography [10].
. Limitations
AES and MAES: Depend on secure key distribution; static keys increase exposure to compromise.
EMAES: Relies on elliptic-curve cryptography for key exchange, which remains secure in classical
environments but raises concerns for long-term confidentiality under future cryptanalytic advancements [11].

oowooo><

VI. Recent Literature Review

Recent studies emphasize the importance of evaluating cryptographic schemes under realistic deployment
constraints, particularly in resource-constrained and heterogeneous IoT environments. Prior investigations
into lightweight and embedded cryptographic implementations have consistently shown that asymmetric
cryptographic operations dominate session establishment overhead, whereas symmetric encryption remains
comparatively efficient and scalable. Eisenbarth et al. demonstrated through microcontroller-level
implementations that careful design choices enable symmetric ciphers to sustain high throughput even on
constrained devices [16]. Similarly, comparative evaluations of optimized AES implementations highlight that
architectural and algorithm-level refinements can significantly reduce encryption latency without
compromising security guarantees [17].

From a systems-level perspective, security surveys in IoT and edge computing contexts emphasize that
cryptographic solutions must balance performance, scalability, and long-term security adaptability. Sicari et
al. stress that encryption mechanisms must remain efficient across diverse devices while supporting future
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cryptographic transitions [18]. Complementary analyses of mobile edge and fog-based architectures further
reinforce that hybrid security designs are essential for maintaining performance in distributed multimedia and
IoT systems [19]. In addition, NIST’s recommendations on lightweight cryptography underline the necessity of
retaining efficient symmetric primitives as the backbone of secure communication frameworks [20].
Collectively, this body of literature supports the adoption of optimized symmetric encryption combined with
hybrid key-management strategies, positioning schemes such as MAES and EMAES as practical and
transitional solutions that bridge current performance requirements with evolving security demands.

VII. Future Enhancement Directions

Based on the analysis and literature review, the following enhancement directions are suggested:
1. Improved key management strategies to reduce reliance on long-term static keys.

2. Adoption of authenticated encryption modes to combine confidentiality and integrity.

3. Hardware-aware optimization to exploit cryptographic accelerators in modern WLAN devices.
4. Gradual migration strategies to accommodate future cryptographic requirements.

No new encryption algorithm is proposed in this paper.

VIII. Consequences of Inaction

Failure to enhance existing schemes may result in:

e Reduced long-term confidentiality of encrypted multimedia data.

e Increased migration and retrofitting costs for WLAN infrastructures.
e Loss of trust in WLAN security for multimedia-intensive applications.

IX. Feasibility Discussion

MAES and EMAES are feasible for current home and office WLAN deployments due to their demonstrated
efficiency and compatibility with existing systems. Dataset-based results indicate sufficient performance
margins to accommodate additional security measures without unacceptable impact on user experience.
Planned, incremental enhancement is therefore practical and advisable.

X. Conclusion

This paper presented a comprehensive analysis of AES, MAES, and EMAES for secure multimedia
communication in home and office WLANs. Experimental results based on a real multimedia dataset
demonstrate that MAES and EMAES significantly outperform standard AES in terms of efficiency while
preserving security and data quality. However, evolving threat landscapes and recent literature indicate the
need for forward-looking enhancements. By identifying strengths, limitations, and consequences of inaction,
this study provides a solid foundation for future work on next-generation WLAN encryption frameworks.
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