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ARTICLE INFO ABSTRACT

Security is an essential part of any network, wired or wireless. Attackers can
combine active and passive methods to penetrate otherwise undetectable routing
in message and data packets, making any connection between mobile nodes in an
unfamiliar environment extremely vulnerable. In this piece, we focus on the most
pressing security threats facing mobile ad hoc networks. Due of its lack of
protection against malicious actors, MANET can be accessed by anyone. A major
MANET objective is the development of a fool proof security system capable of
protecting the network against a wide range of routing assaults, even in the
presence of malicious nodes. However, these approaches are flawed due to the
limited resources of MANETS, such as battery life and network bandwidth. A
mobile ad hoc network can operate in isolation from or in tandem with a
traditional wired network. The adaptability and self-organization of MANETS are
both their greatest strength and their greatest security vulnerability. This book
discusses both active and passive routing attacks, such as black holes, spoofing,
wormholes, and floods. Passive assaults are also discussed, such as traffic
monitoring, traffic analysis, and eavesdropping.
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Background:

In mobile ad hoc networks, nodes are free to move about and form their own networks. The MANET self-
configures, meaning that nodes can join or depart at any time. Data is transmitted from one node to the next
until it reaches its final destination, a process known as "node discovery". All of the nodes act as a relay station
for information. Since MANET is adaptable, it can be used by anyone-even malicious nodes that steal
information or launch DDoS attacks. As the separation between hosts increases, more energy must be put into
making the Bluetooth or 802.11 (Wi-Fi) connection. That's why it's inefficient and perhaps dangerous to
communicate directly between two hosts: it eats up a lot of energy and disrupts other signals. By linking two
hosts through other network hosts, multi-hop transmission can circumvent this routing problem. The most
reliable sources of routing information for a given destination should be prioritized by a router, and users
should be able to rank their importance. A router's job is to eliminate unnecessary routes. Routers can't share
routing information automatically if they don't use, believe, or trust it. Distributing routing data from a third
party requires great caution and perhaps even some obsessiveness on the part of routers. [1]
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Figure 1 Mobile Ad-Hoc Network

Figure 1 shows wirelessly connected mobile ad hoc network nodes that forward and receive data. This article
examines ad hoc network assaults and cryptographic key establishment methods. We discuss secure ad hoc
routing protocol research and routing issues.

The Role of Routing Protocols in Ad Hoc Networks:
This section will cover various strategies used to address routing and security issues in ad hoc networks.

Routing Protocols:

There are greater routing issues in mobile ad hoc networks than in wired ones. In order to overcome the
limitations of ad hoc networks, many popular protocols were created. Most routing protocols accommodate ad
hoc network traits via source-initiated on-demand or table-driven architecture. Routing information on how
each node is connected to all other nodes is continuously updated by table-driven ad hoc routing protocols.
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Active protocols routinely refresh the network topology so that all nodes can see it. In contrast to table-driven
protocols, source-initiated on-demand routing occurs only when needed. Only when the source node actually
requires a route does it set one up. "The discovery of a route begins at the source node. Information is provided
in chunks after a route has been discovered. Routing upkeep is essential to keeping a route operational.

The various routing strategies are shown in Table 1 according to the reaction time, bandwidth, and energy
requirements of the relevant parameters.

Classification of Routing Protocols:

Parameter Network Protocols Examples
Proactive Destination-sequenced Distance-Vector [2] [3] [4]
Protocols (DSDV)

Optimized Link- State Routing [5] (OLSR)

Landmark Ad hoc Routing [6] [7] [8] (LANMAR)
Response Time & Ad Hoc On-Demand Distance-Vector (AODV) [2] [3]
Bandwidth Ad hoc Reactive Protocols  Dynamic Source Routing [9] [10] [11] [12] [13] (DSR)

Cluster-based (or hierarchical) Routing [14] [15] [16]

Geography-based Routing [17] [18] [19]

Location Aided Routing [20] [21] [22] [23] (LAR)

Hybrid Protocols Zone Routing Protocol [24] [25] [26] (ZRP)
Zone-based Hierarchical Link State Routing Protocol
[27] (ZHLS)

Table 1 Classification of Routing Protocols

Security Measures in Ad-Hoc Network:

Ad hoc networks are especially vulnerable to link attacks including passive eavesdropping, active
impersonation, message replay, and message distortion because of their reliance on wireless links. If an enemy
were able to eavesdrop, they might learn some crucial secrets. Deleting messages, injecting fake messages,
impersonating nodes, etc. are all examples of active attacks that pose a danger to availability, integrity,
authentication, and non-repudiation. Free-roaming nodes without adequate physical defenses are vulnerable
to attack in a dangerous environment. That's why it's important to think about malicious assaults coming from
both inside and outside the network. These methods are inherently unsafe. [28]

Vulnerability of Channels: Messages on a wireless network can be intercepted and modified by an attacker
without direct access to the network's infrastructure.

Vulnerability of Nodes: Attackers can take control of network nodes since they are often not in secure
rooms.

Absence of Infrastructure: The requisite infrastructure is unnecessary for ad hoc networks to function.
There is no longer a need for security measures dependent on servers or certification authorities.
Dynamically Changing Topology: Due to the dynamic topology of mobile ad hoc networks, sophisticated
routing protocols fraught with security concerns are required. Attacked nodes often report incorrect routes,
making it difficult to identify topological shifts. To improve the chances of survival Decentralizing ad hoc
networks can make them less vulnerable to attacks. The topology of ad hoc networks is dynamic and therefore
constantly evolving. When vulnerable nodes are identified, the trust relationships between them shift. Security
at scale needs to be adaptable.

Ad-Hoc Network Attacks:

Multiple security flaws have been identified in mobile ad hoc networks. In many ways, MANET assaults are
unique. Most attacks from MANETSs are both proactive and reactive. The most common kinds of attacks in
these areas are detailed below. [29] [30] [31] [32]

Passive Attacks:

Passive attacks are no match for MANETS. Data in a secure network can be stolen by passive assaults. Data can
be stolen via passive assaults by monitoring traffic and listening in. Because these assaults don't affect network
functionality, they're tough to publicize. Data in a network is encrypted to thwart these kinds of assaults. [33]
[34]

Active Attacks:

Networks are significantly harmed by active attacks. The attacker is purposefully interfering with network node
communication. Criminals are aided in their abuse of network privileges by these attacks, which lead to
bottlenecks, DoS attacks, control packet manipulation, and other problems. Multiple safeguards are in place to
stop such attacks. Examining Some Assaults, Both Direct and Indirect. [34] [35]

Types of Active Attacks:

Black Hole Attack: A zero-metric advertisement is broadcast by the attacker to nearby targets. The bad node
deceives other nodes into thinking it is the optimal path to their destination. This rogue node receives the route
reply and promptly responds with an extremely brief one. The malicious node quickly interferes with network
communications. Assaults on the network layer. [36] [37] [38]
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Figure 2 Black Hole Attack

Worm Hole Attack: A network tunnel is created for the purpose of this attack. Infected nodes can be used

as a "tunnel” for data to be sent to other malicious actors. A wormhole was created by these malicious nodes.

MANET routing is vulnerable to wormhole attacks. Without the wormhole, this assault prevents any routes

from being discovered by DSR, AODV, etc. There is a hole-wearing assault on the network layer. There are

primarily three types of wormhole attacks. [39] [40] [41] [42]

(i) Open wormhole: The source transmits data packets to a wormhole, which tunnels them to the other
wormhole, which transfers them to the destination. Disregarded nodes don't exchange data.

(ii) Half-open wormhole: The source sends data packets directly to the destination through a wormbhole.

(iii) Closed worm hole: Since data packets travel directly from source to destination, they are fictitious
neighbours.

Wormhole

Private Channel
Node

\\lormal Link

/ { e

Figure:‘;Worm Hole Attack
Gray Hole Attack: This vulnerability causes problems with routing algorithms and interrupts transmissions.

In a two-stage process. Node marketing is the starting point because it lays out the steps needed to reach the
end result. Packets having a certain match are intercepted by the node in the second step. [43] [44] [45] [46]
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Figure 4 Gray Hole Attack

Byzantine Attack: A group of nodes inside a network can create up routing loops to deliver data packets on
non-optimal routes or arbitrarily delete packets to disrupt routing services. [47] [48] [49] [50]
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Sink Hole Attack: The attacker establishes a sink node to ingest all adjacent nodes' data. This attacking node
attempts seduction. This node gets lots of traffic. It also listens to neighbouring node data. [51] [52] [53]
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Denial of service (DoS) Attack: This exploit disables routing services for nodes. This attack disrupts
network activities, including security threats, seamlessly. [54]

Jamming: The invader checks the transmission frequency in jamming. The attacker jams the network by
sending a signal on an inspected frequency to block useful transmissions. These attacks are physical. [55] [56]

Types of Passive Attacks:

Traffic Monitoring: Traffic monitoring attackers use data and traffic trends. Traffic patterns reveal network
topology to the attacker. Network traffic analysis may reveal the following legitimate information.

1. Node location

2. The topology of the network

3. Every node’s role

4. Information about the source and destination nodes

Eavesdropping: Eavesdropping is listening to private conversations without permission. This attack involves
conversation spoofing or accidental data collection. It disrupts transmission by listening in and inserting
falsified messages into the network. [38] This attack steals sensitive data, such as private and public keys. These
attacks are physical.

Traffic Analysis: Traffic analysis inspects every node for useful data. Traffic patterns help the attacker
identify the network.

Sync Flooding: DoS attack sync flooding. Sync flooding requires many TCP connections with nodes. This
attack limits valid nodes. Transport layer attacks are similar.

Security Challenges in MANET:

Multiple security issues have been carefully considered in MANET. [57] Here is a list of these difficulties:

Availability
Confidentiality
Integrity
Authentication
Non-Repudiation
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e Anonymity
e Authorization

Availability: It shows that authentic users can get helpful materials as needed. User accesses data and
services. It protects networks against DoS attacks.

Confidentiality: Confidentiality assures authorization because only authorised users can access genuine
information. To maintain data privacy, we must restrict access to actual information to privileged users. [39]
Integrity: Message integrity can only be changed by an authorised user. Integrity ensures message identity
during transmission. Two approaches can compromise integrity:

1. Replication

2. Modification of messages

Unauthorized users changing messages, removing data streams, or needlessly copying data compromise
integrity.

Authentication: Authentication ensures that nodes only reply to trusted network messages. To prevent
security breaches, each data stream sender must be verified.

Non-Repudiation: Non-Repudiation assures the message's source and recipient and requires the sender to
not dispute the transmission whenever a node is recognised or inspected.

Privacy: To protect valid information from unlawful disclosure, privacy is upheld.

Routing Security in Ad hoc Networks

However, while current ad hoc routing techniques can adapt to topology shifts, they provide no defenses against
hackers. Neither the most frequent security threats nor secure routing instructions can be determined by a
single protocol. Another potential security hole in a network is the router, which must broadcast topology
information in order to construct paths between nodes. The introduction of erroneous routing information
from outside the network, the re-playing of previously used routing information, the distorting of routing
information, an excess of retransmissions, and inefficient routing all contribute to a network becoming
overloaded. Internally damaged nodes are more challenging to diagnose and repair. By signing it with their
own private keys, hackers can render routing information meaningless. The dynamic nature of Ad hoc networks
makes it impossible to identify and disconnect infected nodes based on routing information alone. Ad hoc
routing techniques allow for the dynamic upkeep of routing information. The fraudulent routing information
that is obtained from nodes is just as out of date. If there are enough reliable nodes, the routing protocol can
pick and choose among several different, possibly disconnected paths to avoid any vulnerable nodes. The
routing protocol should use the backup route if the active route is unsuccessful. [58]

Routing Authentication

Due to the dearth of infrastructure, route discovery in ad hoc networks must rely on authentication of routing.

That's why a route answer from a node has to make sense. Thus, authentication between ad hoc network nodes

is necessary. Protocol applications are discussed here.

i) New key agreement scenario: Think of a spontaneous get-together where everyone brings their laptop
and sets up a wireless network. Despite their mutual trust, they are unable to share a secret password. They'd
rather not have their private chats overheard in public. This situation is vulnerable to assault by anyone who
can listen in on, alter, or inject communications, or make it appear as though they originated from within
the room. The most straightforward solution to this common Ad hoc network problem is location-based key
agreement, which involves first mapping locations to names before resorting to identity-based key
agreement”. IP addresses can be written down and handed out on paper if desired. Key agreement based on
certificates can be used. Using their IP address and key, these public key certificates can confirm the identity
of a participant.

ii) Two obvious problems: a) It's not clear whether or not the participant's certification has been revoked.
b) There may be multiple certification tiers for participants, but these tiers are unrelated. One easy solution.
Because ad hoc networks lack infrastructure, it is hard for reliable third parties to pinpoint exactly where a
player is. The session key is negotiated on a private, wired network only the people in the room have access
to, before switching to the public, wireless network..

iii) Password based Authenticated Key Exchange: To preserve the group's tacit understanding, a
new password is selected and distributed electronically. A long random password can be used to build up
security associations, although this method is not as user-friendly. User-friendly as they are, phrases written
in natural language are nonetheless susceptible to being defined incorrectly by a dictionary. Create a secure
session key using a vulnerable shared secret. This procedure need to have:

Secrecy: Only participants who know the shared, weak password should learn the session key.
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Perfect Forward Secrecy: Ensures that a later-successful attacker who compromises one participant cannot
understand the session key from earlier protocol iterations.

Contributory Key Agreement: Every player contributes to the final session key in contributory key
agreement.

Tolerance to Disruption Attempts: Weak attackers can just insert messages sent by other players without
changing or removing them, but strong attackers can jam radio channels and other forms of communication.
Diffie-Hellman key exchange for secure passwords.

Comparison of Secure Protocols

The three tables that follow this one compare different methods of making ad hoc networks secure. Safeguards
are outlined in Table 2. better method compares in terms of different types of attacks. While RAP is not
prevented by ARAN, replay attacks are. Solution criteria and operating characteristics are listed in Table 3.
How can we describe the ad hoc protocols used in the secure routing protocol implemented in protocols that
guarantee privacy and data integrity?

To prevent infinite loops, adopt a protocol with a count that can never go to infinity. Many different metrics are
used by routing algorithms to determine the best route. Modern routing algorithms use a number of factors to
determine the best path to take. Controls encompassed Finding a connection between two nodes with
manageable communication costs is the goal. Multiple factors, including path length, influence reliability,
delay, bandwidth, and load.

Optimizing the quickest route Input/Output Channel Using solely efficient symmetric cryptography, Adriane,
a novel ad hoc network routing system, safeguards users against both single compromised nodes and active
attackers. Using the DSR protocol, Adriane calculates routes between nodes on the fly. Instead of randomly
encrypting the protocol, we meticulously rethought how each communication in the protocol would be
processed. To protect various routing protocols, we built robust, all-encompassing security measures. Timed
Efficient Stream Loss-tolerant Authentication (TESLA) can handle packet loss, can scale to a large number of
receivers, and have a minimal communication and processing overhead.

Attack Protocol
ARAN SRP SEAD ARIADEAN SAODV SLSP OSRP

Location Disclosure No No No No No No No
Black- Hole No No No No No No Yes
Re play Yes Yes  Yes Yes Yes Yes Yes
Worm hole No No No No No No No
Black mail NA NA NA NA NA NA NA
Denial of Services (DoS) No Yes  Yes Yes No Yes No
Routing table Position Yes Yes Yes Yes Yes Yes Yes
Rushing attacks Yes No Yes Yes No No No

Table 2 Defence Against Different Types of Attack

TESLA works because the transmitter and receiver are only loosely synchronized in terms of time.
Specifications for the TESLA broadcast authentication protocol: Minimal computation is needed for
authenticated data production and verification. Reduced sender and receiver buffering thanks to efficient
communication enables fast packet authentication, resistance to packet loss, and scalability to a large number
of receivers. Security-Aware By incorporating safety measures into the routing process, Ad hoc Routing (SAR).
With SAR, ad hoc routing protocols can use adaptable security as a performance indicator. "The AODV or DSR
protocol is our foundation. In the original protocol, a node would send a packet called a Route Request (or
RREQ) to its neighbors.

RECOMMENDED ROUTING FREE LOOPING TRAFFIC SHORTEST REPLY TO REQUIREMENTS
SOLUTION STRATEGY MATRIC PATH ROUTE
REQUESTS
ARAN On-demand Yes None Optional No Online reputable
certification authority.
SAR On-demand Depends on the A Security  No No Mechanism  for  key
selected security  requirement distribution or secret
requirements sharing.
SRP On-demand Yes Distance No Optional A security association

exists between each
source and destination

node.
SEAD Table-driven Yes Distance No No Clock synchronization
ARIADNE On-demand Yes Distance No No An online key
distribution center

distributes TESLA keys to
participating nodes.
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Table 3 Operational Requirement and Parameter of the Proposed Solution

Conclusion:

I have provided a high-level overview of the state of security in an Ad-Hoc network environment. Ad-hoc
routing in wireless ad-hoc networks and key management were discussed. Ad hoc networking is still a growing

field

of research, as evidenced by both the problems that have arisen and the new ways in which they have been

addressed". The mechanisms for managing keys remain prohibitively expensive and vulnerable to attack.
Multiple routing protocols have been proposed for use in ad hoc networks. There is a pressing need to fortify
and fortify these networks so that they can meet the stringent standards of these systems. These networks are
projected to gain popularity due to their versatility, ease of use, and quick deployment times. Ad hoc network
studies can now readily accommodate these stringent programmatic requirements.
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